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ITamsaTKA MOJIb30BATEIAM HHPOPMAITMOHHBIMHU pecypcaMu
C KaxIbpIM TOJIOM MOJIOJEKH B HHTEPHETE CTAHOBUTHCS OOJIBIIE, a MIKOJIBHUKU OJTHU U3 CaMbIX
aKTHBHBIX MoJb30BaTenel PyHera. Mexny TeMm, NMOMUMO OIpPOMHOIO KOJUYECTBA BO3MOXHOCTEM,
MHTEPHET HECET U MPOOJIeMbl. JTa MaMATKa J0HKHA TOMOYb TeOe 0€301MacHO HAXOIUTHCS B CETH.

KommnsrorepHblie BUPYCHI

KoMmbloTepHslii BUpyC - 3TO Pa3HOBUIHOCTb KOMIIBIOTEPHBIX IPOrPaMM, OTJIMYMTEIBHOU
0COOEHHOCTBIO KOTOPOH SIBIISIETCS CIOCOOHOCTH K pa3MHOKEHHIO. B 0MIOTHEHHE K ATOMY, BUPYCHI MOTYT
HOBPEIUTh WU MOJHOCTBIO YHUUYTOXKUTH Bce (ailiibl U JaHHBIE, TOAKOHTPOJIbHBIE IOJIb30BATENIO0, OT
MMEHH KOTOPOro ObLIa 3aIylieHa 3apakeHHasl MporpaMMa, a TakKe MOBPEIUTh WIN JaKe YHUYTOKHUTh
OIEPALIMOHHYIO CUCTEMY CO BceMH (ailmamMu B 1eaoM. B OONBIIMHCTBE CllyyaeB paclpOCTPaHSIOTCS
BUPYCHI YEPE3 UHTEPHET.

MeTto/1b1 3a1IUTEI OT BPEAOHOCHBIX IIPOTPAMM:

1. Mcnonp3yil COBPEMEHHBIE OINEPALMOHHBIE CHUCTEMbI, UMEIOIINE CEPHE3HBIM YpPOBEHb 3aIUTHI OT
BPEIOHOCHBIX ITPOIPAMM;

2. IlocrossHHO  ycraHaBnuBa matyu  (uudpoBble  3alIaTKH, KOTOpPbIE  ABTOMATUYECKU
YCTAQHABJIMBAIOTCS C LEJNbIO JOPabOTKM MporpamMmbl) W JApyrue OOHOBIEHHSI CBOEH oOneparoHHOMN
cuctembl. CkauuBail UX TOJIBKO C opuuMaibHOrO caifta pazpadorunka OC. Eciu cymiecTByeT pexum
aBTOMATHUYECKOT0 OOHOBIICHUS, BKIIIOUYH €r'0;

3. Pabotaii Ha cBOeM KOMITBIOTEpE TOJA MpaBaMU TOJH30BATENS, a HE aJMHUHUCTpPATOpa. DTO HE
MO3BOJMUT OOJIBIIMHCTBY BPEJOHOCHBIX IPOrpaMM HHCTAJUIMPOBAThCS HA TBOEM IEPCOHAIBHOM
KOMIIBIOTEPE;

4. Hcnonp3yil aHTUBHpPYCHBIE TNPOTPAaMMHBIE MPOAYKTHl HM3BECTHBIX IPOU3BOAMUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHHEM 0a3;

5. Orpannypb (HU3HYECKHH JOCTYH K KOMIBIOTEPY I TOCTOPOHHUX JIMIL;

6. Mcnonp3yil BHEIIHWE HOCUTETH MHPOpMAIUH, Takhe Kak (iemika, TUCK Wik (ailyl u3 HHTepHeTa,
TOJIBKO U3 IPOBEPEHHBIX UCTOUHUKOB;

7. He oTKkpbIBail KOMIIBIOTEpHBIE (Pailiibl, MOTYyYCHHBIC U3 HEHAAC)KHBIX UCTOYHHUKOB. Jlake Te (aiiibl,
KOTOpBbIE MpHCIIall TBOM 3HAKOMBIH. JlydIlie yTouHu y Hero, OTIPAaBIIsUI I OH TeOe uX.

Cetu WI-FI

Wi-Fi - 310 He BUJ niepeaun JaHHBIX, HE TEXHOJIOTHsI, a BCEro JIMIIb OpeHn, Mapka. Eme B 1991
roJy HUJEpIaHACKas KoMmmaHus 3apeructpuponana Opena "WECA", uro 06o3Ha4yano CIOBOCOYETAHHE
"Wireless Fidelity", koTopslii mepeBouTcs Kak "0ecrpoBoiHasi TOYHOCTH'.

Jlo Hamiero BpeMeHHU jaonuia apyras abOpeBuarypa, KOTopas SBISETCS TaKOW e TEXHOJIOTHEH.
Orto abbpesuarypa "Wi-Fi". Takoe Ha3BaHHe OBUIO JaHO ¢ HAMEKOM Ha CTaHIApT BHICIIEH 3BYKOBOM
texuuku Hi-Fi, uTo B mepeBoie 03HavaeT "BhICOKAsi TOYHOCTH .

Ha, OecriaTHBIA HWHTEPHET-AOCTYH B Kade, OTeNsIX M ad’pomloprax SBISETCS OTJIUYHOU
BO3MOYKHOCTBIO BBIXO/Ia B HHTepHET. HO MHOTHE IKCIIEPThI CYUTAIOT, 4TO obOmienocTynHbie Wi-Fi cetu He
SBJISIFOTCSL O€30TIaCHBIMU.

CoBeTbl 110 6€30MaCHOCTH PabOTHI B 001IEAOCTYyIHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoro nuuHyto uHbopmaiuioo yepe3 obmienoctynusie Wi-Fi cetu. PaboTas B HuX,
JKeJaTebHO He BBOAMTH MAapOJIH IOCTYIIA, IOTHHBI U KaKHe-TO HOMEPA;

2. Ucnonp3yit 1 0OHOBJISAN aHTUBUPYCHBIE MPOrpamMMbl U Opanamayep. TeM cambIM Tl 00€30MacHIlb
cebs OT 3aKauKu BHpYca Ha TBOE YCTPOMCTBO;

3. IIpu ucnonwszoBanun Wi-Fi otkmoun ¢pynkmuto "O0muit qoctyn K daiinam u npunrepam'. JlanHas
(GyHKLMS 3aKpbITa 10 YMOJYAHHUIO, OJHAKO HEKOTOpBIE IOJIb30BATENIM aKTUBUPYIOT €€ A yaoOcTBa
WCIIOJIH30BaHUA B paboTe win yuede;



4. He ucnonb3yit nyonumunasidi WI-FI mis mepenaun nuYHBIX MaHHBIX, HaIpUMEp U BBIXOJA B
COIIMAJIbHBIC CETU WJIU B DJIEKTPOHHYIO TIOUTY;

5. Ucnonp3yit Tonbko 3amuiieHHoe coeauHenue yepes HTTPS, a we HTTP, T.e. mpu HaGope BeO-
anpeca BBoau uMeHHo "https://";

6. B moOunmsHOoM Tenedone otkmoun (yHkmuio "Tloakmouenune k Wi-Fi aBromatmdecku". He
JIOTTyCKail aBTOMaTHYECKOTO MOJIKIIOYEHHUs yCTpoiicTBa K ceTsiM Wi-Fi 6e3 TBoero cornacusi.

ConuanbHble ceTn
CoumanbHble CETH aKTHBHO BXOJAAT B HAIly >KU3Hb, MHOTHE JIIOJU pPabOTAlOT U KHUBYT TaM
HOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MuUiIMap/] 4ejaoBeK, YTO SABJISIETCA OJHOM cebMOM BCeX
KHUTEJEH IIaHeThl. MHOTHE IOJIb30BaTEed HE IMOHMMAIOT, YTO HMH(GOpMAIus, pa3MelIeHHas UMH B
COLIMAJIbHBIX CETSIX, MOXKET OBbITh HalJleHa M UCIOJIb30BaHa KEM YIOJHO, B TOM YHCJIE HE 0053aTENIbHO C
0J1aruMu HAMEPEHUSIMU.
OcHOBHBIE COBETHI 10 O€30IIACHOCTH B COLMANIBHBIX CETAX:

1. Orpannyb ciucok Apy3eil. Y Te0st B Ipy3bsiX HE TOJKHO OBITh CIy4YailHbIX ¥ HE3HAKOMBIX JIFOJIEH;

2. 3anmiail cBO 4acTHYO Ku3Hb. He yka3biBail mapoiu, TenedoHsl, agpeca, 1aTy TBOETO POXKICHHS
U JAPYrylo JUYHYI UHPOPMALUIO. 3MOYMBIIUICHHUKH MOTYT HCIIOJIB30BaTh Ja)Ke MHPOPMALUIO O TOM,
KaK Tbl ¥ TBOM POJUTENH IIJIAHUPYETE IPOBECTU KAHUKYIIbI;

3. 3ammimai CBOO pemyTaluio - ACPKMA €€ B YUCTOTE W 3ajJaBail cebe BOMPOC: XOTeN ObI Thl, YTOOBI
Jpyrue IoJjb30BaTely BUAEIH, 4TO Thl 3arpyxaems? Ilogymail, mpexxae yem 4To-TO ONMyOJIMKOBATH,
HamucaTh U 3arpy3UTh;

4. Ecnu Tel TOBOPULIb C JIOAbMH, KOTOPBIX HE 3HAElIb, HE UCIOJIb3yH CBOE PEAIBHOE UM U JIPYTYyIO
JUYHYIO HTHPOPMAIMK: UMsI, MECTO JKUTEJIbCTBA, MECTO y4eObl U MpoUee;

5. N36eraii pasmenienus ¢ororpaduii B MuTepHeTe, r1e Thl H300pakeH Ha MECTHOCTH, MO0 KOTOPOH
MO3KHO OIPEJIETUTHh TBOE MECTOIOJIOKEHUE;

6. Ilpu peructpanuu B COUATBHON CETH HEOOXOIMMO UCTIOIB30BATh CIOKHBIE TAPOIIH, COCTOSIIIINE U3
OykB U HU(p U ¢ KOJIMYECTBOM 3HAKOB HE MEHee 8§;

7. JAnst cOLMANbHOM CeTH, MOUTHI U APYTrUX CaliTOB HEOOXOAMMO HCIIONB30BaTh pa3Hble naposu. Toraa
eciu Te0sl B3JIOMAaIOT, TO 3JIOYMBIIIUIEHHUKH MOJTY4aT JOCTYH TOJIBKO K OJHOMY MECTY, a HE BO BCe Cpasy.

DJEeKTPOHHBIE J€HBI'U

DONEeKTPOHHBIE JEHBIH - OTO OYEHb YAOOHBIM CMmoco0 IUIaTeXel, OIHAKO CYIIECTBYIOT
MOIIIEHHUKHU, KOTOPBIE XOTST MOJIYYUTh STH JICHBTH.

DJEeKTpOHHBIC JCHBI'M TOSBHJINCh COBCEM HENAaBHO W HMMEHHO H3-32 J3TOTO BO MHOTHX
rocyJapcTBax J0 CHX IOp HE MPOIUCAHO MPO HUX B 3aKOHAX.

B Poccum ke oHM (QYHKIIMOHUPYIOT M O HUX YK€ MPOIHCAaHO B 3aKOHE, TNIE MX Pa3JCIsIOT Ha
HECKOJIBKO BUJIOB - AaHOHHMHBIC U HE aHOHMMHEBIC. Pa3HHIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPHIX
paspemiaeTcsi TPOBOJUTH oOmepanud 0e3 WIASHTH()HUKANUK TIONb30BaTeNsd, a B HEAHOHHMMHBIX
UICHTU(UKALHS [TOJIb30BATENS SIBIISIETCS 0053aTEIbHOM.

Tarxoke ciemyeT pa3nuyarh HNEKTPOHHBIC (PUATHBIC JCHBIU (PaBHBI TOCYIaPCTBEHHBIM BAIIOTaM) H
AIIEKTPOHHBIE HEUATHBIE ICHBIU (HE PaBHBI TOCYJAPCTBEHHBIM BAIIOTAM).

OcCHOBHBIE COBETHI 10 0€30MaCHOM paboTe ¢ IEKTPOHHBIMH JCHBIaMH:

1. IlpuBsixu K cyeTy MOOHMIIBHBIN TelaeoH. DTO camblil yIOOHBIH U OBICTPBIN CIIOCOO BOCCTAHOBUTH
noctyn K cdery. [IpuBsi3aHHBIN TelnepOH MOMOXKET, eciu 3a0yaelib CBOW IUIATeKHBIH MapOibh WU
3alJICIIb HA CAIT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnons3yit onHopa3oBble maposu. Ilocie mepexojga Ha yCHJICHHYIO aBTOpH3alMI0 Tebe yXe He
OyzeT yrposkaTh OMACHOCTh KPayKU MJIH MEpPEeXBaTa IIATEKHOTO IapoIis;

3. Beibepu cioxHbiit maposnb. [IpecTynmHukaM OyaeT He MPOCTO yrajaaTh CIOXKHBIN maposb. HagexHble
napojii - 3TO TApOJH, KOTOpPBIE COIEp)KAT HE MEHee 8 3HAKOB M BKIIOYAIOT B ce0sl CTPOUYHBIE U
MPOMUCHBIE OYKBBI, ITUPPHI U HECKOJIBKO CUMBOJIOB, TaKHe KaK 3HAK J0ijapa, pyHTa, BOCKIHIATEIbHBIN
3uak u 1.11. Hanmpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIE TaHHBIC HA CAalTax, KOTOPHIM HE JI0BEPSCIIb.

DNIeKTpOHHAs 10YTa



ONeKTpOHHAs MoYTa - 3TO TEXHOJNOTMS M TNPEJOCTABISEMBIE €0 YCIYrM IO IEPECBUIKE U
MOJYYCHUIO AJIEKTPOHHBIX COOOIIEHUH, KOTOpBIE PACIPENEeIIIOTCs B KOMIBIOTEpHOH ceTH. OOBIYHO
9JIEKTPOHHBIN TOYTOBBIM SMIMK BBITJSAUT CIEAYIOIUM 00pa3oM: MM IOJIb30BATEII(@HUMS_JOMEHA.
Tarxoke KpoMe mepeadn MpoCTOro TeKCTa, UMEETCS BO3MOKHOCTh IepeaaBaTh (hanibl.

OcHOBHBIE COBETHI IO 0€30MacHOM padoTe ¢ AINEKTPOHHON TTOYTOM:

1. Hazmo BbIOpaTh NpaBUIIBHBIA MMOYTOBBIM cepBHC. B MHTEpHETE €CTh OrpOMHBIN BHIOOp OeCIUIaTHBIX
IIOYTOBBIX CEPBUCOB, OJAHAKO JyYIlle JOBEPATH TEM, KOTO 3HACIIb U KTO MEPBBIN B PEHTHUHIE;

2. He yxa3spBaii B JMYHOW modYTe JMYHYIO uWHPopMmanuto. Hampumep, mny4ime BbIOpaTH
"My3bIKaNIbHBIN paHaT@" wim "pok2013" BmMecTo "Temal3";

3. Hcnonp3yil OBYX3TamHyl0 aBTOpHU3allMI0. DTO KOrja NOMHMMO Mapoisi HYKHO BBOJIUTH KOJ,
npuchUIaeMbiil o SMS;

4. BpiOepu CHOXKHBIM Tapoiib. s KaJ0ro MOYTOBOTO SIIMKA JOJDKEH OBITh CBOWM HAJC)KHBIH,
YCTOMYMBBIN K B3JIOMY IIapOJib;

5. Ecnu ecTh BO3MOKHOCTh HaMCaTh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3TY BO3MOXKHOCTB;

6. HMcnonb3yll HECKOJIBKO IIOYTOBBIX SINUKOB. [lepBBI M1 4acTHOM NEPENMCKH C aJgpecaTami,
KOTOPBIM ThI JOBEPSIEIIb. DTO JIEKTPOHHBIIN apec He HaJ[0 UCTIONB30BaTh MPU PErUCTPalluy Ha (hopyMax
M caMTax;

7. He oTkpbiBail Qailyibl 1 Ipyrue BIOKEHUS B NMHUCbMax, JIa)Ke €CJIM OHM MPHILIM OT TBOUX JpY3€il.
Jlydiie yTOYHH y HUX, OTHPABJISUIN JIM OHU TeOe 3TH (Qailibl;

8. Ilocne oxkoH4aHus pabOTHI HA MMOYTOBOM CEpPBHUCE MEPE] 3aKPhITUEM BKIIAJIKU C caliToM He 3a0yb
Ha)xaTh Ha "Bpriditu".

KubepOynnuHr uimu BUPTyalbHOE U3/1€BATEIIHCTBO
KubepOymnuHr - npeciefoBaHHE COOOIICHUSMH, COJAEPXKAIUMH OCKOpOJEeHHUs, arpecculo,
3aIlyTMBaHUE; XYJIUTaHCTBO; COLMAIbHOE OOMKOTUPOBAHUE C IIOMOIIBIO Pa3IMYHbIX UHTEPHET-CEPBUCOB.
OcHOBHBIE COBETHI IO 6OPHOE ¢ KUOEPOYIITUHIOM:

1. He Gpocaiicst B 60it. Jlyumuii crmoco6: mocoBeTOBaThCA Kak ceOsi BECTH U, €CJIM HET TOTO, K KOMY
MOXKHO O0OpaTHThCS, TO BHayalleé YCIOKOMTbCA. Ecim Thl HayHelIb OTBeYaTh OCKOPOJEHHUSMHU Ha
OCKOpOJIEHHUS, TO TOJIBKO €Il OOJIbIIIE Pa303KEIb KOHPIHKT;

2. Yrpasnsii cBoel kubeppernyTraruei;

3. AHOHMMHOCTh B ceTu MHuMas. CyllecTBYIOT CHOCOOBI BBISICHUTb, KTO CTOUT 32 AHOHMMHBIM
AKKayHTOM;

4. He cTouT BecTHM XyJMUTaHCKUIl 00pa3 BHUpTyaJdbHOW XHU3HU. MHTepHET ¢uKcHpyeT BcCE TBOU
JIeHCTBUS U COXpaHsAET UX. Y AaIuTh UX OyJeT KpailHe 3aTpyIHUTEIbHO;

5. Co0Orosiaii CBOIO BUPTYAJIBHYIO YECTh CMOJIONY;

6. UWrHopupyii enuHuuHbld HeraTuB. OJHOpPA30BbIE OCKOPOHUTENbHbIE COOOLICHMS JIydlle
UrHopupoBaTh. OOBIUHO arpeccust MpeKpaIaeTcs Ha Ha4YaJIbHOW CTa/lny;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIECHUSIMU, B COIIMAIBHBIX CETAX €CTh
BO3MOXHOCTb OJIOKMUPOBKHU OTIPABKH COOOIIEHHUH C ONPEAEeICHHBIX a/IpECOB;

8. Ecmu 1B cBuzaerens kuOepOy/uimHra. TBOM [EHCTBHSA: BBICTYHHTH INPOTUB IpecieloBaTels,
IIOKa3aTb €My, 4TO €ro ACHCTBHs OLICHMBAIOTCS HEraTHBHO, IMOAJEP)KATh JKEPTBY, KOTOPOM HY)KHA
IICHXOJIOTHYECKasi TIOMOIIb, COOOIIUTH B3POCIBIM O (haKTEe arpecCUBHOIO MIOBEACHHUS B CETH.

MoOwbHBIH TenepoH

CoBpeMeHHBIE CMAapTQOHBI U IUIAHLIETHI COAEpXkKAT B ceOe BIOJHE B3POCIHBIN (YHKIHMOHAT, H
Terepb OHU MOTYT KOHKYPHUPOBaTh CO CTallMOHAPHBIMU KOMITbIOTepaMu. OJIHAKO, CPEACTB 3aLUThI IS
NOJJOOHBIX YCTPOWCTB TIOKA OYE€HBb MaJI0. TEeCTHPOBAHUE U TIOUCK YS3BHUMOCTEH B HUX IMPOUCXOANT HE TaK
MHTEHCUBHO, Kak a1 [1K, To ke camoe kacaeTcss 1 MOOMIIBHBIX TPUIIOKEHUH.

CoBpeMeHHBIE MOOWIIBHBIE Opay3ephl YK€ MPAaKTUYECKH TOTHAIW HACTOJIbHBIE aHAJIOTH, OJTHAKO
pacupenue GpyHKIMOHAA BI€YET 32 COO0H OOJIBIIYIO CIOKHOCTh U MEHBIIYIO 3aIUIIEHHOCTb.

Jlaneko He BCE TPOMZBOAWTENH BBIMYCKAIOT OOHOBICHHS, 3aKPHIBAIOIINE KPUTHYCCKHE
YSI3BUMOCTH ISl CBOMX YCTPOUCTB.

OcHOBHBIE COBETHI J1s1 6€30MaCHOCTH MOOMIIBHOTO Telle(poHa:

Huuero He sBisieTcss mo-HacTosieMy OecrutaTHbIM. bynb ocTopoXkeH, Beap Korjma Ttebe
NpeJUIararoT OeCIUIaTHRI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIATHBIE YCIIYTH;



Jymaii, npexae yem otmnpaButb SMS, ¢doto wnmm Buaeo. Thl TOYHO 3HaeIIb, TA€ OHU OyIyT B
KOHEYHOM HuTore?

Heo0Oxoaumo 0OHOBIATH ONEPAIMOHHYIO CHCTEMY TBOETO cMapT(dhoHa;

Hcnone3yit aHTUBHPYCHBIE TIPOTPAMMBI JJIsl MOOWIIBHBIX TeJIe()OHOB;

He 3arpyxkaii mnpuiokeHus OT HEM3BECTHOTO HWCTOYHUKA, BEIb OHU MOTYT COJEPKaTh
BPEJIOHOCHOE TIPOTpaMMHOE 00eCIICUCHHE;

IToce Toro kak Thl BBIWIEIIL C CaiiTa, TJe BBOAWI JUYHYIO WH(MOPMAIUIO, 32l B HACTPOUKHU
Opaysepa u ynanu cookies;

[lepuoanuecku mpoBepsii, Kakue MIaTHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBOl HOMEp MOOWJIBHOTO Tesne(OHAa TONBKO IIOASM, KOTOPBIX ThI 3HACHIb M KOMY
JIOBEPSCIIb;

Bluetooth nomkeH ObITH BBIKIIOYECH, KOTJIa Thl MM HE IOJIb3yelibcs. He 3a0biBaii mHOTIA
MIPOBEPSTH ITO.

Online urpsr

CoBpeMeHHbIE OHJIAHH-UTPBI - 3TO KPACOUHBIE, 3aXBaThIBAIOLINE Pa3BJICUCHUs, OOBEAUHAIONINE
COTHH ThICSIY YEJIOBEK 10 BceMy MUpPY. Irpoku uccienytoT JaHHbIi UM MUp, OOLIAIOTCS IPYT C JPYIoM,
BBINOJHIIOT 3aJaHusl, CPaXKarOTCS C MOHCTPAMHM M IOJIy4arOT OMNBIT. 3a YJOBOJIbCTBHE OHM IUIATAT:
MOKYIAOT JUCK, OIIa4MBalOT a0OHEMEHT WX IPUOOPETAIOT KaKHE-TO OILUU.

Bce »1tu cpencTtBa uayT Ha moJJepiKaHUWE M pa3BUTHE UIPHI, a TAKXKe Ha camMy O€30M1aCHOCTb:
COBEPILICHCTBYIOTCS CHCTEMbl aBTOPH3AIMM, BBITYCKAIOTCS HOBbIE MaTyd (LU(POBBIE 3arIaTKU s
porpaMM), 3aKpbIBAIOTCS yA3BUMOCTH CEPBEPOB.

B nopo0HBIX Urpax CTOMT omacaThCsi HE CTOJBKO CBOUX COINEPHUKOB, CKOJIBKO KpPa)KU TBOETO
napoJisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3ALIUHU OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI 110 0€30M1aCHOCTH TBOETO UTPOBOI'0 aKKAYHTA:

1. Ecnn npyroii urpok BeaeT cedsl II0X0 MU CO3/1aeT Te0e HeNPHUATHOCTH, 3a0JIOKUPYH €ro B CIIHUCKE
UTPOKOB;

2. Iloxanyiicst aAMMHHACTPATOPaM UIPbI Ha TIOXOE TIOBEJIEHUE ATOI0 UIPOKA, HKEJIATEIBHO PUIOKUTh
KAaKHe-TO JOKa3aTeJIbCTBA B BUJE CKPUHOB;

3. He ykaspiBaii InunHyto nH(opMaIuio B npodaiine urpsl;

4. YBaxkail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopUIIMAIbHBIE TATYH U MOJIBI;

6. crionb3yil CIIOXKHBIE U pa3HbIE MTApOJIH;

7. Jlaxxe BO BpeMs UI'PbI HE CTOUT OTKIIIOYATh aHTUBUPYC. [I0Ka ThI Urpaems, TBOH KOMIBIOTEP MOT'YT
3apa3uTh.

OUIIUHT WU KpaXka JIMYHBIX TAHHBIX

OObIYHOM KpaXkell JeHer M JOKYMEHTOB CErOAHs YK€ HHUKOrO He YIWBHUIIb, HO C pPa3BUTHEM
WHTEPHET-TEXHOJOTUH 3JIOYMBIIUICHHUKH TEePEMECTUIINCh B HHTEPHET, W MPOJOJDKAIOT 3aHUMATHCS
"IIFOOMMBIM" JIEJIOM.

Tak mosiBUIIack HOBasi yrpo3a: HHTEPHET-MOIICHHHYECTBA WM (UIIHHT, T1aBHAs 1elb KOTOPOTro
COCTOMT B TIOJYyYEHUM KOHQUACHIMAIHHBIX JAaHHBIX IOJb30BaTeNell - JIOTMHOB W mapojeil. Ha
aHTIUiCKOM s3bIke phishing untaeTcs kak ¢pummuHT (0T fishing - perOHas m10BIIs, password - Mapos).

OcHOBHBIE COBETHI IO OOPHOE ¢ PUITHHTOM:

1. Cnegn 3a cBouMm akkayHTOM. Eciu Thl mojo3peBaelib, YTO TBOS aHKETa ObLa B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKUPOBATh €€ U COOOIIUTh aIMUHUCTPATOPAM pecypca 00 3TOM Kak MOXKHO CKOpEe;

2. Ucnionw3yit 6e30macHbie BeO-CalThl, B TOM YHCIIE, MHTEPHET-MAra3nHOB U TTOUCKOBBIX CUCTEM;

3. Ucnone3yit cnoxHble W pa3Hble Mapoiau. Takum oOpa3oM, ecnu TeOs B3JIOMAaT, TO
3JIOYMBINIICHHUKH MTOTYYaT JOCTYI TOJBKO K OJJHOMY TBOEMY IMPOQIIIIO B CETH, a HE KO BCEM;

4. Ecnu Te0s B3MOMaIu, TO HEOOXOAMMO TPEayNPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOPHIE 100aBICHbI Y
TeOs B PY3bsX, O TOM, YTO T€Os B3JIOMAIIA M, BO3MOKHO, OT TBOETO UMEHH OYyJET pacchlIaThCs CIlaM U
CCBUTKU Ha (PUIIMHTOBBIE CAMTHI;

5. YcranoBu HazaexHbli napoib (PIN) Ha MoOUIbHBIN TenedoH;

6. OTKJIIOYM cOXpaHEeHHe Mmapodsi B Opaysepe;



7. He oTkpeIiBaii (hailsibl M Apyrue BIOKEHHUS B MHChMAaX, a)Ke €CIU OHH MPUIILUIH OT TBOUX JIPY3eH.
Jly4iie yTOYHH y HUX, OTIPABIISLIN JIM OHH TeOe 3TH (aiiibl.

[udposas pemyranus

[Mudposast penmyranmss - 3TO HEraTWBHAs WM TO3UTHBHAs WHpoOpMamus B ceTu O Teoe.
Komnpomerupytomias nHGpopmaius, pa3MelieHHas B UHTEPHETE, MOKET CEPbE3HBIM 00pa30M OTPA3UTHCS
Ha TBOEeH peanbHOU xu3HU. "lludpoBas pemyranus" - 3T0 TBOH UMUK, KOTOPBIA (Qopmupyercs u3
uHpopmaiuu o Te0e B UHTEpHETE.

TBoe MecTO XHTeIbCTBA, y4eObl, TBOE (PMHAHCOBOE IOJIOKEHHE, OCOOCHHOCTH XapakTepa Hu
pacckasbl 0 OJIM3KUX - BCE 9TO HAKAIIINBAETCS B CETH.

MHoOrre TOAPOCTKH JIETKOMBICIEHHO OTHOCATCS K MYOJNUKAIMM JMYHOW WHQOpPMALUU B
WuTepHeTe, HE MOHMMAs BO3MOXKHBIX MOCIEACTBHM. Thl Ja)ke HE CMOXEUIb JIOrajaTrbCcsi O TOM, YTO
¢dororpadus, pazMerieHHas 5 et Ha3al, cTaja IPUIMHON 0TKa3a MPUHATH TeOs Ha padoTy.

KommMmenTapuu, pazmenienue TBoux Qgororpaduil u apyrue JeHCTBUS MOTYT HE UCYE3HYTh Jaxke
1OCJI€ TOTO, KaK Thl UX YAaluIllb. Thl HE 3HACIIb, KTO COXPAaHWI 3Ty WH(POpPMAIHIO, TONajia JU OHA B
MOMCKOBBIE CHCTEMBbI U COXPAaHWJIACH JIM OHA, a TJIABHOE: YTO MOAYMAIOT O TeOe OKpyKarollue JIIOIH,
KOTOPBIC HAUIYT U yBUAAT 3T0. HaliTn nH(OpMAIIMIO MHOTO JIET CITYCTSI CMOXKET JIFOOOH - Kak U3 JOOPBIX
noOyX/1eHUi, TaKk ¥ ¢ HAMEPEHUEM NPUYUHUTH BPeI. ITO MOXKET OBITh KTO YTOHO.

OCHOBHBIE COBETHI 10 3aIUTE HU(PPOBOM PEIyTALUU:

1. Ilogymaii, mpexe 4eM 4To-To MyOIMKOBaTh U NepeaBaTh y ceds B 6Jiore UM B COLIMATIBHOM CETH;

2. B Hacrtpoiikax mnpo¢uias YCTaHOBM OIpaHWYEHHs HAa IPOCMOTP TBOETrO MNpOPMIs U €ro
COJZIEP’)KMMOT 0, CIIeIal ero TOJbKO "I aApy3en';

3. He pa3memaii 1 He yKa3pIBail HHPOPMAIIUIO, KOTOPas MOXKET KOTO-THO0 OCKOPOJISATH WIH O0OUKATh.

ABTOpCKOE IIPaBo

CoBpeMeHHbIE KOJIBHUKY - aKTHBHBIE TTOJIB30BaTENN ITUPPOBOTO MpOocTpaHCcTBa. OTHAKO JaTEKO
HE BCE 3HAIOT, YTO MOJIb30BAHWE MHOTUMHU BO3MOXKHOCTSIMU IIU(PPOBOTO MUpa TpeOyeT COOMI0IeH s TTpaB
Ha UHTEJUIEKTYalIbHYIO0 COOCTBEHHOCTb.

Tepmun  "WHTEIUIEKTyanbHass COOCTBEHHOCTH" OTHOCUTCS K  pPa3IMYHBIM  TBOPECHHSIM
YEJIOBEUYECKOTO yMa, HayMHas C HOBBIX M300PETCHHH W 3HAKOB, 0003HAYAIOIIMX COOCTBEHHOCTH Ha
OPOAYKTHI M YCIAYrd, M 3aKaHuuBas KHHUTaMu, ¢ororpadusMu, KHHODUIBMAMH H MY3bIKaJIbHBIMU
MIPOU3BEICHUSMH.

ABTOpCKHE TIpaBa - 9TO NpaBa Ha UHTEIUIEKTyaJbHYIO COOCTBEHHOCTh Ha MPOU3BENICHUS HAYKH,
JUTEpATyphl M HWCKYCCTBAa. ABTOPCKHE TIpaBa BBICTYNAIOT B KadeCTBE TapaHTUW TOTO, YTO
WHTEIJICKTYyalbHBIA/TBOPUECKUI TpPyA aBTOpa HE OydeT HampacHbIM, JacT €My CIpaBeJINBbIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3yjbTaTaxX CBOEro TPy/a, MOJYUYUTh U3BECTHOCTh M Mpu3HaHue. Hukro
0e3 paspelieHuss aBTOpa HE MOXET BOCIPOHM3BOAMUTH €0 MPOU3BEACHHE, PACHPOCTPAHAThH, MYyOIUIHO
JEMOHCTPUPOBATh, MpOJaBaTh, HMIIOPTUPOBATh, IYCKaTb B TMPOKAT, MYyOJUYHO HCIOIHSITD,
MOKA3bIBATH/UCTIONHATH B dpupe mim pazmemars B THTepHETE.

Hcnonp3oBanue "MmupaTcKkoro"” mporpaMMHOTO 00ECTICUCHHSI MOYKET TTPUBECTH K MHOTHM PUCKaM:
OT TOTEepPH [AHHBIX K TBOMM aKKayHTaM J0 OJOKHPOBKH TBOETO YCTPOWCTBa, TJE€ YCTAaHOBIICHA
HeleranbHas mporpamMMa. He crouT Takke 3a0bIBaTh, YTO CYUIECTBYIOT JIETalbHbIE U OecIIaTHbIC
MPOTPaMMBbI, KOTOPhIE MOKHO HAlTH B CETH.

O noprane

CereBu4ok.p(h - TBOW IIaBHBIA COBETYMK B CETU. 3/1€Ch Thl MOXKEIIb Y3HATh O OE30MacHOCTH B
CCTH MNMOHATHBIM M AOCTYIIHBIM S3BIKOM, a IIPHW BO3HUKHOBCHUH KpI/ITI/I‘-IeCKOI\/’I CUTyauuun O6paTI/ITI>C$[ 3a
COBETOM. A TakkKe MPHUHATH yU4acTUE B KOHKYpPCAX U CTaTh CAMbIM ITU(PPOBBIM IpaskJaHUHOM !



